
AWS Security Essentials

Amazon

Live Training ( também disponível em presencial )

Localidade:
Data: 25 Jun 2024
Preço: 700 € ( Os valores apresentados não incluem IVA. Oferta de IVA a particulares e estudantes. )
Horário: Laboral das 09h00 - 17h00
Nível:
Duração: 7h

Sobre o curso

This AWS Security Essentials course covers fundamental AWS Cloud security concepts, including AWS access
control, data encryption methods, and how network access to your AWS infrastructure can be secured. Based on
the AWS Shared Security Model, this course teaches where in the AWS Cloud you are responsible for
implementing security. You’ll also learn what security-oriented services are available to you, as well as why and
how the security services can help meet the security needs of your organization.

This course enables you to dive deep, ask questions, work through solutions, and get feedback from AWS-
accredited instructors with deep technical knowledge. This fundamental-level course is part of the AWS Training
and Certification Security learning path.

Destinatários

IT business-level professionals interested in cloud security practices
Security professionals with minimal working knowledge of AWS

Objetivos

Identify security benefits and responsibilities when using the AWS Cloud
Describe the access control and management features of AWS
Understand the different data encryption methods to secure sensitive data
Describe how to secure network access to your AWS resources
Determine which AWS services can be used for security logging and monitoring



Condições

Após a formação, é possível adquirir, o exame de certificação do parceiro oficial com 10% de desconto. Oferta
válida até 6 meses após a conclusão do curso.

Pré-requisitos

Working knowledge of IT security practices and infrastructure concepts
Familiarity with cloud computing concepts

Metodologia

This course includes presentations and hands-on labs.

Programa

Security on AWS
Security OF the Cloud
Security IN the Cloud – Part 1
Security IN the Cloud – Part 2
Security IN the Cloud – Part 3
Course Wrap Up

Security on AWS

Security design principles in the AWS Cloud
AWS Shared Responsibility Model

Security OF the Cloud

AWS Global Infrastructure
Data Center Security
Compliance and Governance

Security IN the Cloud – Part 1

Identity and Access Management
Data Protection
Lab 01 – Introduction to Security Policies

Security IN the Cloud – Part 2

Securing your infrastructure
Monitoring and detective controls



Lab 02 – Securing VPC Resources with Security Groups

Security IN the Cloud – Part 3

DDoS mitigation
Incident response essentials
Lab 03 – Automating Incident Response with AWS Config and AWS Lambda

Course Wrap Up

AWS Well-Architected tool overview


