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MD-4011: Enhance Endpoint Security with Microsoft Intune and Microsoft
Copilot for Security

Microsoft - Security

¢ Nivel: Intermédio
¢ Duracao: 7h

Sobre o curso
Learn to Enhance endpoint security with Microsoft Intune and Microsoft Copilot for Security.

This workshop will teach you the essentials of Microsoft Intune, advanced threat detection and response with
Microsoft Copilot for Security, and how to optimize the integration between Intune and Copilot.

Destinatarios

Beginners, Administrators, and security engineers willing to enhance endpoint security with Microsoft Intune and
Microsoft Copilot for Security.

Pré-requisitos

Basic understanding of IT security principles.

Familiarity with Microsoft Intune.

Experience with device management in an enterprise environment.

Knowledge of Microsoft Entra ID.

Access to Microsoft Intune and Copilot for Security tools for hands-on practice.



Programa

e Discover Microsoft Intune essentials
¢ Unlock Insights with Microsoft Copilot for Security

e Optimize Microsoft Intune for Microsoft Copilot for Security Integration

Discover Microsoft Intune essentials

Understand the concept of Microsoft Entra join.

Explain the prerequisites, limitations, and benefits of Microsoft Entra join.

Join a device to Microsoft Entra ID.

Manage devices that are joined to Microsoft Entra ID.

Unlock Insights with Microsoft Copilot for Security

e Exploring Microsoft Copilot for Security: Features, Integration, and Use Cases

e Exploring the Functionality and Integration of Microsoft Copilot for Security

e Understanding Microsoft Copilot for Security: Standalone and Embedded Experiences

¢ Deploying and Setting Up Microsoft Copilot for Security

e Using and Creating Effective Prompts in Microsoft Copilot for Security

e Using Promptbooks in Microsoft Copilot for Security

e New Features and Enhancements in Copilot for Security - May 2024

¢ Understanding Responsible Al Principles in Microsoft Copilot for Security

Optimize Microsoft Intune for Microsoft Copilot for Security Integration



Use Microsoft Copilot for Security and Intune for Enhanced Endpoint Management and Security.

Understand and Implement Effective Device Naming Conventions.

Rename Devices in Microsoft Intune.

Create and Manage Groups in Microsoft Intune.

Understand Authentication and Role Assignment in Microsoft Copilot for Security.

Integrate and Use Microsoft Security Copilot with Microsoft Intune.

Create and Use Custom Prompts in Microsoft Security Copilot.

Create and Use Custom Prompts for Microsoft Intune.



