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Com certificacéo

- Nivel: Avancado

- Duracéo: 24h

Sobre o0 curso

The Certified Application Security Engineer (CASE) credential is developed in partnership with large

application and software development experts globally.

The CASE credential tests the critical security skills and knowledge required throughout a typical
software development life cycle (SDLC), focusing on the importance of the implementation of secure

methodologies and practices in today’s insecure operating environment.

The CASE certified training program is developed concurrently to prepare software professionals with
the necessary capabilities that are expected by employers and academia globally.It is designed to be a
hands-on, comprehensive application security course that will help software professionals create secure
applications.

The training program encompasses security activities involved in all phases of the Software

Development Lifecycle (SDLC): planning, creating, testing, and deploying an application.

Unlike other application security trainings, CASE goes beyond just the guidelines on secure coding
practices and includes secure requirement gathering, robust application design, and handling security

issues in post development phases of application development.

This makes CASE one of the most comprehensive certifications on the market today. It is desired by

software application engineers, analysts, testers globally, and respected by hiring authorities.

The Purpose of CASE Is:

- To ensure that application security is no longer an afterthought but a foremost one.
- To lay the foundation required by all application developers and development organizations, to produce
secure applications with greater stability and fewer security risks to the consumer, therefore, making

security a foremost thought.



- To ensure that the organizations mitigate the risk of losing millions due to security compromises that
may arise with every step of application development process.

- To help individuals develop the habit of giving importance to security sacrosanct of their job role in the
SDLC, therefore opening security as the main domain for testers, developers, network administrator

etc.

What You Will Learn:

- In-depth understanding of secure SDLC and secure SDLC models

- Knowledge of OWASP Top 10, threat modelling, SAST and DAST

- Capturing security requirements of an application in development

- Defining, maintaining, and enforcing application security best practices

- Performing manual and automated code review of application

- Conducting application security testing for web applications to assess the vulnerabilities

- Driving development of a holistic application security program

- Rating the severity of defects and publishing comprehensive reports detailing associated risks and
mitigations

- Working in teams to improve security posture

- Application security scanning technologies such as AppScan, Fortify, Weblnspect, static application
security testing (SAST), dynamic application security testing (DAST), single sign-on, and encryption

- Following secure coding standards that are based on industry-accepted best practices such as
OWASP Guide, or CERT

- Secure Coding to address common coding vulnerabilities.

- Creating a software source code review process that is a part of the development cycles (SDLC, Agile,
CIl/CD)

Why Become a Certified Application Security Engineer

- Immediate Credibility: The CASE program affirms that you are indeed an expert in application
security. It also demonstrates the skills that you possess for employers globally.

- Pertinent Knowledge: Through the CASE certification and training program, you will be able to
expand your application security knowledge.

- Multifaceted Skills: CASE can be applied to a wide variety of platforms, such as, mobile applications,
web applications, I0T devices, and many more.

- A Holistic Outlook: Ranging from pre-deployment to post-deployment security techniques, covering
every aspect of secure — software development life cycle, CASE arms you with the necessary skills to
build a secure application.

- Better Protect and Defend: By making an application more secure you are also helping defend both



organizations and individuals globally. As a CASE, it is in your hands to protect and defend and

ultimately help build a safer world.

“Nearly 90% of Java Applications Contain At Least One Vulnerability”

— 2017 State of Software Security Report, CA Veracode

CASE Java

According to the 2017 State of Software Security Report, nearly 90% of Java applications contain one or

more vulnerable component/s, making them ideal breach points for hostile attackers.

Although Java has come a long way from its development in 1995, cyber crime has also spread,
reaching epidemic levels, increasing the need for secure Java developers, regardless of whether they're

creating a new program or upgrading revising an old one.

The CASE Java program is designed to be a hands-on, comprehensive application security training
course that trains software developers on the critical security skills and knowledge required throughout a
typical software development life cycle (SDLC), focusing on the importance of the implementation of

secure methodologies and practices required in today’s insecure operating environment.

CASE professionals can get the better of security challenges across all phases of SDLC to rise above
the title of an ordinary developer. CASE professionals often become Project Managers, utilizing their

learning in the SSDLC, making them unique and valuable resources.

Destinatarios

- Java Developers with a minimum of 2 years of experience and individuals who want to become
application security engineers/analysts/testers

- Individuals involved in the role of developing, testing, managing, or protecting wide area of applications

Condicbes



O exame EC-Council incluido no valor do curso deve ser obrigatoriamente realizado presencialmente,

num dos centros de Exames GALILEU/Rumos.

Caso nao tenha disponibilidade ou ndo pretenda realizar o exame de forma presencial e prefira uma

solucéo remota acresce uma taxa de 89€ ao valor do curso.

Programa

- Understanding Application Security, Threats, and Attacks

- Security Requirements Gathering

- Secure Application Design and Architecture

- Secure Coding Practices for Input Validation

- Secure Coding Practices for Authentication and Authorization

- Secure Coding Practices for Cryptography

- Secure Coding Practices for Session Management

- Secure Coding Practices for Error Handling

- Static and Dynamic Application Security Testing (SAST & DAST)

- Secure Deployment and Maintenance



