GGALILEU

Administrador Microsoft 365

Infrastructure - Sistemas
Com certificacéo

- Nivel: Intermédio
- Duracé&o: 145h

Sobre o0 curso

A Academia de Administrador Microsoft 365 prepara profissionais com as competéncias para
lidar com aspetos inerentes a administracado, gestdo e seguranca de sistemas de informacéo

tanto on-premises como em Cloud, nomeadamente Microsoft 365.

O programa desta Academia aposta na preparacao tedrico-pratica de profissionais especializados em
Sistemas Microsoft, simultaneamente, na certificacao técnica de competéncias, que possibilitam

alcancar 2 certificagdes.

Porque quero frequentar esta Academia?

- 2 Certificacdes Microsoft reconhecidas internacionalmente.
- A Academia Administrador Microsoft 365 conta com os melhores profissionais certificados do mercado
como formadores.
- Formacéo qualificada.
- 2nd Shot Gratuito Tém direito a uma segunda oportunidade de exame de forma gratuita:
» Os formandos que, apés terem efectuado o exame, tenham reprovado com nota inferior a 10% em
relacdo a nota minima exigida;

- E fagam os exames nas datas propostas no calendario da academia.
CertificagOes:

- Microsoft 365 Certified: Enterprise Administrator Expert
- Microsoft 365 Certified: Teams Administrator Associate



Destinatarios

- Técnicos e Administradores de Sistemas que pretendam especializar-se em Microsoft 365;

- Interessados em ter conhecimentos integrados de administrac&o e apoio aos utilizadores em 365;

- Técnicos de Helpdesk e Administradores de Sistemas que ambicionem alcancar uma Certificacao
Internacional.

SAIDAS PROFISSIONAIS:

- Administrador de Sistemas;
- Gestor de Sistemas T,

- Administrador de Redes;

- Consultor Microsoft 365.

Objetivos

- Oferecer uma formacdao tedrico-pratica avangada, solida, especializada e atualizada, que prepare 0s
formandos para uma carreira de sucesso na area de Administracdo do Microsoft 365;

- Dotar os formandos com o know-how e a qualificacdo necessarios para exercer com sucesso uma
atividade de Administracdo, Suporte a utilizadores e Seguranca em Microsoft 365, assim como nas
ferramentas que nelas estao integradas nomeadamente o Microsoft Teams e o Microsoft 365 Copilot

- Potenciar a produtividade, o reconhecimento profissional e a empregabilidade dos formandos, através

das mais elevadas Certificacfes Microsoft, reconhecidas internacionalmente.

Condicbes

- Taxa de inscri¢cao: 220€, dedutivel no valor total.

- Possibilidade de pagamento faseado para particulares, até 10 prestacfes, sem juros.

- Estudantes néo residentes no territério nacional, terdo de efetuar um pagamento de 50% do valor total
da propina no momento da inscrigéo.

- Os valores apresentados néo incluem IVA. Isencéo do valor do IVA a particulares.

- Para informagBes completas sobre os requisitos e condi¢des financeiras disponiveis, contacte-nos
através do botdo Saber +

Desconto — Profissionais em situacdo de desemprego

- 10% de desconto valido para inscricdes a titulo particular de pessoas que se encontrem em

situacdo de desemprego, para o efeito, sera solicitado documento comprovativo da situacéo



atual — Nao acumulavel com outras campanhas em vigor.

Pré-requisitos

- Conhecimentos de Inglés técnico: é aconselhavel que o formando seja capaz de compreender
manuais técnicos na lingua inglesa;
- O formando devera ter conhecimentos de informatica na 6tica do utilizador ao nivel dos transmitidos

na Academia Técnico de Informatica, nomeadamente em Networking, Sistemas Operativos e

Servidores;
- N&o apresenta quaisquer pré-requisitos a nivel de habilitagdes académicas ou experiéncia

profissional.

Metodologia

Constituido por médulos de formacéo, integrados numa otica de sessdes mistas de teoria e pratica.
Serédo elaborados exercicios e simulagdes de situacdes praticas garantindo uma aprendizagem mais
eficaz. Os conteudos ministrados durante o percurso foram desenvolvidos pela GALILEU, em consulta a
organizacdes parceiras, e sdo devidamente acompanhados por material didatico, distribuidos aos

participantes.
COMPOSICAO:

- 145 Horas de Formacéao

- 5 Acoes de Formagéao TI

- 3 Cursos em B-learning

- 2 AgOes de Preparacao para Exame
- 2 Exames de Certificacdo

Programa

- Microsoft Azure Fundamentals

- Microsoft 365 Fundamentals

- MS-102: Microsoft 365 Administrator Essentials
- APE Exame MS-102

- MS-700: Managing Microsoft Teams

- APE Exame MS-700

- Microsoft 365 Copilot for Administrators


https://www.galileu.pt/curso/tecnico-de-informatica/

- MD-102: Microsoft 365 Endpoint Administrator
- Microsoft Security, Compliance, and Identity Fundamentals

- SC-200: Microsoft Security Operations Analyst
Microsoft Azure Fundamentals (E-Learning)

- Cloud Concepts

- Core Azure Services

- Security, Privacy, Compliance, and Trust
- Azure Pricing and Support

Sessédo Q&A: Microsoft Azure Fundamentals (2h)

Microsoft 365 Fundamentals (E-Learning)

- Microsoft 365 core services

- Microsoft on-premise services and cloud services in Microsoft 365
- Unified endpoint management in Microsoft 365

- Teamwork in Microsoft 365

- Security, Compliance and Collaboration

Sessédo Q&A: Microsoft 365 Fundamentals (2h)

MS-102: Microsoft 365 Administrator Essentials (35h)

- Configure your Microsoft 365 experience

- Manage users, licenses, and mail contacts in Microsoft 365

- Manage groups in Microsoft 365

- Add a custom domain in Microsoft 365

- Configure client connectivity to Microsoft 365

- Configure administrative roles in Microsoft 365

- Manage tenant health and services in Microsoft 365

- Deploy Microsoft 365 Apps for enterprise

- Analyze your Microsoft 365 workplace data using Microsoft Viva Insights
- Explore identity synchronization

- Prepare for identity synchronization to Microsoft 365



- Implement directory synchronization tools

- Manage synchronized identities

- Manage secure user access in Microsoft 365

- Examine threat vectors and data breaches

- Explore the Zero Trust security model

- Explore security solutions in Microsoft Defender XDR

- Examine Microsoft Secure Score

- Examine Privileged Identity Management

- Examine Microsoft Entra ID Protection

- Examine email protection in Microsoft 365

- Enhance your email protection using Microsoft Defender for Office 365
- Manage Safe Attachments

- Manage Safe Links

- Explore threat intelligence in Microsoft Defender XDR

- Implement app protection by using Microsoft Defender for Cloud Apps
- Implement endpoint protection by using Microsoft Defender for Endpoint
- Implement threat protection by using Microsoft Defender for Office 365
- Examine data governance solutions in Microsoft Purview

- Explore archiving and records management in Microsoft 365

- Explore retention in Microsoft 365

- Explore Microsoft Purview Message Encryption

- Explore compliance in Microsoft 365

- Implement Microsoft Purview Insider Risk Management

- Implement Microsoft Purview Information Barriers

- Explore Microsoft Purview Data Loss Prevention

- Implement Microsoft Purview Data Loss Prevention

- Implement data classification of sensitive information

- Explore sensitivity labels

- Implement sensitivity labels

APE — Acédo de preparacédo para exame MS-102 (3h)

- Preparacgdo para exames

. Esclarecimento de duvidas

MS-700: Managing Microsoft Teams (28h)

- Explore Microsoft Teams



- Plan and deploy Microsoft Teams

- Implement lifecycle management and governance for Microsoft Teams
- Monitor your Microsoft Teams environment

- Manage access for external users

- Implement security for Microsoft Teams

- Implement compliance for Microsoft Teams

- Plan and configure network settings for Microsoft Teams
- Create and manage teams

- Manage collaboration experiences for chat and channels
- Manage apps for Microsoft Teams

- Introduction to Teams meetings and calling

- Manage meetings and events experiences

- Plan for Microsoft Teams Rooms and Surface Hub

- Configure, deploy, and manage Teams devices

- Plan for Teams Phone

- Configure and deploy Teams Phone

- Configure and manage voice users

- Configure auto attendants and call queues

.- Troubleshoot audio, video, and client issues

APE — Acéo de preparacéo para exame MS-700 (3h)

- Preparacéo para exames
- Esclarecimento de ddvidas

Microsoft 365 Copilot for Administrators (7h)

- Get started

- Design and prerequisites

- Administrative roles and Tenant health
- Threat protection

- Protecting sensitive data

MD-102: Microsoft 365 Endpoint Administrator (35h)

- Explore the Enterprise Desktop

- Explore Windows Editions



- Understand Microsoft Entra ID

- Manage Microsoft Entra identities

- Manage device authentication

- Enroll devices using Microsoft Configuration Manager
- Enroll devices using Microsoft Intune

- Execute device profiles

- Oversee device profiles

- Maintain user profiles

- Execute mobile application management

- Deploy and update applications

- Administer endpoint applications

- Protect identities in Microsoft Entra ID

- Enable organizational access

- Implement device compliance

- Generate inventory and compliance reports

- Deploy device data protection

- Manage Microsoft Defender for Endpoint

- Manage Microsoft Defender in Windows client
- Manage Microsoft Defender for Cloud Apps

- Assess deployment readiness

- Deploy using the Microsoft Deployment Toolkit
- Deploy using Microsoft Configuration Manager
- Deploy Devices using Windows Autopilot

- Implement dynamic deployment methods

- Plan a transition to modern endpoint management
- Manage Windows 365

- Manage Azure Virtual Desktop

Microsoft Security, Compliance, and ldentity Fundamentals (E-Learning)

- Describe security and compliance concepts

- Describe identity concepts

- Describe the function and identity types of Microsoft Entra ID

- Describe the authentication capabilities of Microsoft Entra ID

- Describe access management capabilities of Microsoft Entra ID

- Describe the identity protection and governance capabilities of Azure AD
- Describe core infrastructure security services in Azure

- Describe the security management capabilities in Azure

- Describe security capabilities of Microsoft Sentinel



- Describe threat protection with Microsoft Defender XDR

- Describe Microsoft’s Service Trust portal and privacy capabilities

- Describe the compliance management capabilities in Microsoft Purview

- Describe information protection, data lifecycle management, and data governance capabilities in
Microsoft Purview

- Describe the insider risk capabilities in Microsoft Purview

- Describe the eDiscovery and Audit capabilities in Microsoft Purview

Sessado Q&A: Microsoft Security, Compliance, and Identity Fundamentals (2h)

SC-200: Microsoft Security Operations Analyst (28h)

- Introduction to Microsoft 365 threat protection

- Mitigate incidents using Microsoft 365 Defender

- Protect your identities with Microsoft Entra ID Protection

- Remediate risks with Microsoft Defender for Office 365

- Safeguard your environment with Microsoft Defender for Identity

- Secure your cloud apps and services with Microsoft Defender for Cloud Apps

- Respond to data loss prevention alerts using Microsoft 365

- Manage insider risk in Microsoft Purview

- Investigate threats by using audit features in Microsoft Defender XDR and Microsoft Purview Standard
- Investigate threats using audit in Microsoft Defender XDR and Microsoft Purview (Premium)
- Investigate threats with Content search in Microsoft Purview

- Protect against threats with Microsoft Defender for Endpoint

- Deploy the Microsoft Defender for Endpoint environment

- Implement Windows security enhancements with Microsoft Defender for Endpoint

- Perform device investigations in Microsoft Defender for Endpoint

- Perform actions on a device using Microsoft Defender for Endpoint

- Perform evidence and entities investigations using Microsoft Defender for Endpoint
- Configure and manage automation using Microsoft Defender for Endpoint

- Configure for alerts and detections in Microsoft Defender for Endpoint

- Utilize Vulnerability Management in Microsoft Defender for Endpoint

- Plan for cloud workload protections using Microsoft Defender for Cloud

- Connect Azure assets to Microsoft Defender for Cloud

- Connect non-Azure resources to Microsoft Defender for Cloud

- Manage your cloud security posture management

- Explain cloud workload protections in Microsoft Defender for Cloud



- Remediate security alerts using Microsoft Defender for Cloud
- Construct KQL statements for Microsoft Sentinel

- Analyze query results using KQL

- Build multi-table statements using KQL

- Work with data in Microsoft Sentinel using Kusto Query Language
- Introduction to Microsoft Sentinel

- Create and manage Microsoft Sentinel workspaces

- Query logs in Microsoft Sentinel

- Use watchlists in Microsoft Sentinel

- Utilize threat intelligence in Microsoft Sentinel

- Connect data to Microsoft Sentinel using data connectors
- Connect Microsoft services to Microsoft Sentinel

- Connect Microsoft Defender XDR to Microsoft Sentinel

- Connect Windows hosts to Microsoft Sentinel

- Connect Common Event Format logs to Microsoft Sentinel
- Connect syslog data sources to Microsoft Sentinel

- Connect threat indicators to Microsoft Sentinel

- Threat detection with Microsoft Sentinel analytics

- Automation in Microsoft Sentinel

- Security incident management in Microsoft Sentinel

- Identify threats with Behavioral Analytics

- Data normalization in Microsoft Sentinel

- Query, visualize, and monitor data in Microsoft Sentinel

- Manage content in Microsoft Sentinel

- Explain threat hunting concepts in Microsoft Sentinel

- Threat hunting with Microsoft Sentinel

- Use Search jobs in Microsoft Sentinel

- Hunt for threats using notebooks in Microsoft Sentinel



